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INTRODUCTION 

GSPI Local Area Network [LAN] binds the corporate environment in more ways that one can 
imagine. We use it to communicate with each other: update on pending projects, follow-up 
requisitions, disseminate information, or just exchange personal pleasantries. We also employ the 
LAN to share files (software, database, documents, and presentations), printers, computer resources 
and even the much needed help in doing things when we are stuck with computer-related problems. 
For some of us, we utilize the LAN to encode production and inspection reports to GMIC 
Production Module; leaves, overtime, time-log waivers to Oracle-based HRIS; maintenance plans to 
CMMS; search spares and prepare MIV in the GMIC Supply Module; send mails by Lotus Notes; or 
simply browse the ‘Net for research. As a result of this interconnectedness, we, moreover, 
unknowingly share computer viruses, Trojans, spywares, and other malicious programs which could 
attach to whatever files we share, send, or forward to others. 

In these trying times, GSPI’s LAN is in need of security measures to curb the tide of malicious 
programs circling within our corporate midst. With the Trend PCcillin™ corporate antivirus’ license 
in limbo, most users employed their own flavors of security: installing various antivirus software 
suites hoping that one of these could at least quarantine the most persistent malicious programs in 
the network, such as Brontok, Nimda, Sality, among a myriad of others; using assorted cracked-
versions of registry tools such as Tune-Up Utilities, CCleaner, RegMechanic, etc. All these efforts 
are employed by users with virtual disregard to the designated Information Security Officer, who 
without the proper tools at his disposal because of information systems’ budget constraints, his 
hands are undoubtedly tied. Thus, it is a common occurrence that corporate users only seek 
Information System and Services Department when all things fail: the PC desktop or laptop 
computer fails to boot or totally disconnected from any network, the systems shuts itself down 
unexpectedly, screen refreshes very slowly, the available hard disk spare is almost deplete, and 
numerous pop-up screens are displayed when browsing the internet.  

As GSPI cannot yet afford to purchase licensed corporate security software, there exist a 
number of freeware some of which are better than commercial ones. These freeware are issued 
open- licensed, this is free as in freedom, not free as in gratis. Another feature of freeware is that it 
does not require the latest hardware to run. In this proposal, however, the selected security freeware 
are aimed at Windows XP considering that almost all PCs and laptops at GSPI using this OS are 
connected to the internet or use the corporate network more frequent than older desktops. 

This paper reviews four security freeware suites, tested and used on Windows XP, and offers an 
alternative plan of action to create a secured network within GSPI, using freeware and those already 
bundled with Windows XP. The objective of this paper is help users understand some of the risks 
associated with malware attacks as an important part of mitigating such risks, because everyone in 
GSPI who uses IT resources plays a role in the security of the network. 
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UNDERSTANDING MALWARES 

MALWARE: TROJAN HORSE, WORMS, VIRUS 

Majority of GSPI computer users cannot distinguish 
the difference between these three. This is 
understandable nowadays because the distinctive marks 
of each type have recently merged. Recent outbreaks 
have spread with alarming speed, faster than the 
software industry’s ability to detect, identify, and deliver 
tools that are capable of protecting against malware.  

Malware (malicious software) is a collective noun to 
refer to viruses, worms, and Trojan horses that 
intentionally perform malicious tasks on a computer 
system. Three malware1 categories are: 

Trojan horse appears to be a useful or harmless program but contains hidden code designed to 
exploit or damage the system. These programs are most commonly delivered to users through e-mail 
messages that misrepresent the program’s purpose and function. A Trojan horse is not considered a 
computer virus or worm because it does not propagate itself.  

Worms use self-propagating malicious code that can automatically distribute itself from one 
computer then use the computer’s communication channels to replicate. A worm can take harmful 
action, such as consuming network or local system resources, possibly causing a denial of service 
attack. Some worms can execute and spread without user intervention, while others require users to 
execute the worm code directly in order to spread. Worms may also deliver a payload in addition to 
replicating.  

Viruses use code written with the express intention of replicating itself. It attempts to spread 
from computer to computer by attaching itself to a host program. It may damage hardware, 
software, or data. When the host is executed, the virus code also runs, infecting new hosts and 
sometimes delivering an additional payload. Previously, viruses focused on boot sectors, and then 
began to infect executable files. In 1986, the computer world was introduced to the first of these 
viruses: the (c) Brain virus. In 1988, the first Internet worm appeared. The Morris Worm caused 
Internet communications to slow substantially. In 1990, the first polymorphic virus (commonly 
referred to as Chameleon or Casper) was developed. Shortly thereafter, Tequila, the first major 
polymorphic virus attack, was released. Since then, viruses have become more sophisticated: viruses 
started accessing e-mail address books and sending themselves to contacts; macro viruses attached 
themselves to various office-type application files; and viruses written specifically to exploit 
operating system and application vulnerabilities were released. E-mail, peer-to-peer (P2P) file-
sharing networks, Web sites, shared drives, and product vulnerabilities are all currently exploited for 
virus replication and attack. 

                                                 
1 Harrison, Richard (2004), The Antivirus: Defense-in-Depth Guide, Microsoft Corporation, pp. 9-10. 
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MALWARE CHARACTERISTICS2

Malware attempts to attack a host system, the target environment, or specifically targets a 
device type, such as a personal computer—an Apple Macintosh computer, or even a Personal 
Digital Assistant (PDA). There are bothering news that malware also assaults cellular phones, 
especially those connected to PC or laptop for data exchange. Malware may require a particular 
operating system to be effective, e.g., the CIH or Chernobyl virus in 1990s could only attack 
Microsoft Windows® 95 or Windows® 98 computers. Malware may also require a particular 
application to be installed on the target computer before it can deliver a payload or replicate.  

If the malware is a virus, it will attempt to target a carrier object (a.k.a. a host) to infect it. The 
most commonly targeted carriers are executable files, scripts, macros, or boot sector.  The “classic” 
replicating virus attaches itself to a host program, an executable file—typically with the .exe 
extension but also .com, .sys, .dll, .ovl, .ocx, and .prg. Attacks that use scripts as carriers target files 
that use a scripting language such as Microsoft Visual Basic® Script, JavaScript, AppleScript, or Perl 
Script; these files use the extension: .vbs, .js, .wsh, and .pl.  Macros are files that support a macro 
scripting language such as a word processor [e.g., Microsoft Word], spreadsheet [e.g. Lotus Ami 
Pro], or database application. Viruses use macro languages to produce a number of effects from 
mischievous (switching words around in a document or changing colors) to malicious (formatting 
the computer’s hard drive). Specific areas of computer disks (hard disks and bootable removable 
media) such as the master boot record (MBR) or DOS boot record are also considered carriers 
because they are capable of executing malicious code.  

Malware uses one or many different methods to try and replicate between computer systems, 
such as removable media, networks, e-mail and remote exploit. The original and probably the most 
prolific transmitter of computer viruses and other malware is file transfer: starting  with floppy disks, 
then moved to networks, and is now finding new removable media such as Universal Serial Bus 
(USB) and Firewire devices. Poorly implemented security on network shares, which is replacing the 
use of removable media, produces an environment where malware can replicate to a large number of 
computers connected to the network.  Malware also scan networks for vulnerable computers or 
randomly attack IP addresses.  In order for Peer-to-Peer (P2P) file transfers to occur, a user must 
first install a client component of the P2P application that will use one of the network ports that are 
allowed though the organization’s firewall, such as port 80. Unfortunately, P2P provides a transport 
mechanism directly to help spread an infected file onto a client’s hard disk. E-mail has become a 
very effective transport mechanism of choice for many malware attacks using social engineering 
techniques, e.g., tricking users to open e-mail attachments, and using either a mailer or a mass mailer. 
While a mailer malware mails itself to a limited number of e-mail addresses, either by using mail 
software installed on the host (e.g., Microsoft Outlook® Express), or using its own built-in Simple 
Mail Transfer Protocol (SMTP) engine; the mass mailer malware searches the infected computer 
for e-mail addresses, and then mass mails itself to those addresses, using either mail software 
installed on the host or its own built-in SMTP engine. Last but not the least, is through Remote 
exploit, whereby malware may attempt to exploit a particular vulnerability in a service or application 
in order to replicate. This behavior is often seen in worms; for example, the Slammer worm took 
advantage of Microsoft SQL Server™ 2000’s vulnerability. Other widely used databases—, Oracle, 
MySQL and PostgreSQL—have all had vulnerabilities that allow the databases to be compromised.3

                                                 
2 Harrison, Richard (2004), The Antivirus: Defense-in-Depth Guide, Microsoft Corporation, pp. 11-16. 

3 Sullivan, Dan (2006), The Definitive Guide to Controlling Malware, Spyware, Phishing, and Spam. Realtime Publishers. p. 6 . 
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Once malware has reached the host machine via the transport, it performs an action—the 
payload—such a backdoor, data corruption or deletion, information theft, and denial of service. 
The malware’s payload maybe designed to hibernate on the local system (in the form of a Trojan 
horse) to allow it to spread before an attempt is made to deliver the payload. A Backdoor, or a 
Remote Access Trojan, allows unauthorized full or limited access to a computer. Limited access 
maybe to enable File Transfer Protocol (FTP) access via port 21 or Telnet on the infected computer 
as a staging area for Telnet attacks on other computers. Data Corruption or Deletion, one of the 
most destructive types of payload, renders the information on the user’s computer useless. A 
particularly worrying type of payload is one designed for information theft then pass captured 
information, like key presses (in the hope of obtaining a user name and password), automatically 
back to the malware perpetrators or to provide an environment on the local host allowing the 
attacker to control the host remotely or gain direct access to system files. The simplest payload is a 
Denial of Service (DoS) attack launched to overload or halt a network service, such as a Web, 
Domain Name System (DNS) or a file server. A distributed DoS attack uses malware installed on 
various computers to attack a single target—a particular host or Web site. DoS can crash the host 
system, flood the bandwidth with false network traffic, overload resources available to the local host 
or disrupt a service, such as the DNS service.   

Trigger mechanisms initiate replication or payload delivery. These include: manual execution, 
social engineering, semi-automatic, automatic, time bomb, or conditional execution. A manual 
execution is simply the inadvertent malware execution conducted directly by the victim. Malware 
will often use some form of social engineering to help trick a victim into manually executing the 
malicious code. While, semi-automatic execution is started initially by a victim and then 
automatically executed from that point on; an automatic execution performs its attack without the 
need for a victim to run any malicious code on the target computer. A Time bomb performs an 
action after a certain period or some pre-ordained date or date range, e.g., the MyDoom.B worm 
would only start its payload routines against the Microsoft.com Web site on February 3, 2004, and 
against the SCO Group Web site on February 1, 2004. The conditional trigger uses some 
predetermined condition— a renamed file, a set of keystrokes, or opening an application—as the 
signal to deliver its payload. Malware using this trigger is referred as a logic bomb. 

Many malware use some kind of defense mechanism—armor, stealth, or encryption—to help 
reduce its detection and removal. The armor defense foils analysis by detecting when a debugger is 
running and prevent it from working correctly, or adding lots of insignificant code to complicate 
determination of the malware’s purpose. The stealth technique hides the malware by intercepting 
requests for information and returning false data. Encrypted malware usually contains a static 
decryption routine, an encryption key, and the encrypted malicious code (which includes an 
encryption routine) to prevent detection or data retrieval. When executed, the malware uses the 
decryption routine and key to decrypt the malicious code, creates a copy of its code and generates a 
new encryption key. It uses that key and its encryption routine to encrypt the new copy of itself, 
adding the new key with the decryption routine to the start of the new copy. Under encryption 
defense mechanism, oligomorphic type is able to change the encryption routine only a small fixed 
number of times, while the polymorphic malware encrypts itself with an unlimited number of 
encryption routines, then providing a different decryption key for each mutation, and as the malware 
replicates, a portion of the decryption code is modified, which makes them difficult to be detected 
by signature-based antivirus software programs. 
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JUNKWARES: ADWARE, SPYWARE, BHOS4, ETC5

A variety of threats exist that are not considered malware because they are not computer 
programs written with malicious intent but can still have both security (IT infrastructure) and 
financial implications (user productivity) for an organization.   

Adware, also known as an 
Adbot, bundled (i.e. peer-to-peer file 
swapping products) with other 
software without the user's 
knowledge or slipped in the fine 
print of a EULA. Adware is often 
combined with a gratis host 
application as long as the user agrees 
to accept the adware. Moreover, 
adware presents advertising windows 
(pop-ups or even pop-under) when 
it runs, and these usually degrade 
system performance. Many adware 
applications also track user 
information, including web surfing habits. Although Adware is similar to spyware, it does not 
transmit personally identifiable information, or at least the collector promises not to sell it. Instead, 
aggregated usage information is collected. ParasiteWare is any Adware that by default overwrites 
certain affiliate tracking links. The Claria Corp. (a.k.a. Gator) is one of the largest adware 
organizations; others include DoubleClick, WhenU.com, Radiate, and Web3000 Ad Network.6

Spyware, spybot or tracking software is covertly bundled with legitimate software users might 
want, such as free file sharing software. Spyware can conduct certain activities—collecting personal 
information, and changing Internet browser configuration settings—without obtaining appropriate 
user’s consent. Spyware is potentially more dangerous beast than Adware because it can record your 
keystrokes, history, passwords, and other confidential and private information. Spyware is a 
relatively new kind of threat that common anti-virus applications do not yet cover. Spyware emerged 
in the late 1990s and had reached epidemic levels by 2004. In that year, a survey by America Online 
and National Cyber-Security Alliance7 found that 80 percent of the computers surveyed had some 
form of spyware on them, and there were an average of 93 pieces of spyware on each machine. The 
most notorious of all are Cool Web Search and Look2Me (Better Internet). A dangerous class8 of 
spyware, called Man-in-the-Middle Proxy, is emerging under the guise of accelerating a user’s 
Internet connection but redirects all web surfing activity, including secure connections, to a man-in-
the-middle proxy. One example of a difficult to remove and rampant man-in-the-middle proxy is 
MarketScore. 
                                                 
4 Websense, Inc. (2006)Protecting Organizations from Spyware, p.3 

5 Harrison, Richard (2004), The Antivirus: Defense-in-Depth Guide, Microsoft Corporation, pp. 17-19. 

6 CNET Networks, Inc (2004), Battling Spyware. Sunbelt Software, p. 1   

7 America Online and the National Cyber Security Alliance (2005), AOL/NCSA Online Safety Study, December 2005 

8 Sequeira, Dinesh (2005), Understanding and Preventing Spyware in the Enterprise, White Paper, Tipping Point. p. 6 
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Hijackers are applications that attempt to usurp control of the user's home page and reset it 
with one of the hijackers choosing. A layered service provider (LSP) sits between a computer’s 
Winsock layer and can modify all data that passes through the system. Microsoft by default installs 
numerous useful LSP programs. Spyware applications install malicious LSP’s to this layer called 
Winsock Hijackers. These applications monitor the network, accessing all data passing through the 
desktop, capable of redirecting web requests to affiliate websites. Any attempt to remove these 
Winsock hijackers can break the LSP chain and cause the Internet connection to stop working. 
Variants of CoolWebSearch are Winsock hijackers and require special programs to remove them.9 
Browser hijackers can permanently impair a browser, inhibiting a safe Internet experience.. 

Dialer is a type of software, often installed using the ActiveX technology,  promises access to 
free porn, free games or free cracks for commercial software, but commandeers the modem to use 
your dial-up device to call  a quite expensive phone or toll number.  

A rootkit is a collection of programs that enable administrator-level access. Rootkits typically 
contain spyware, keyloggers, and tools for creating backdoors. A redirector transfers network traffic 
to a location other than that which the user intended. Keyloggers record keystrokes and then upload 
the information to a foreign host. 

Browser Helper Objects (BHOs) are small, automated programs [.OCX or .DLL] that monitor 
visited websites, switch advertising or home pages, download updates, or export data and sometimes 
use a backdoor as access point to bypasses security access measures. BHOs are also called web 
browser add-ons—extra toolbars, animated mouse pointers, stock tickers, and pop-up ad blockers—
to make browsing a little more fun or effective. Add-ons are typically fine to use, but poorly-built 
add-ons sometime force Internet Explorer to shut down unexpectedly. CastleCops Network 
provides a weekly-updated CLSID / BHO List / Toolbar Master List.10 Adware and spyware as well 
as browser hijackers often use BHOs to display ads or follow one’s track across the internet.  

JUNKWARES CHARACTERISTICS11

There are subtle differences, but the characteristics of Junkwares are almost similar to Malwares 
especially in terms of the target environment, or host.  

 
Delivery Vectors of most adware and spyware programs are through social engineering banner 

ads, drive-by-downloads, and through peer-to-peer networks with misleading filenames while some 
are even installed by exploiting software vulnerabilities.  

7

                                                 
9 Sequeira, Dinesh (2005), Understanding and Preventing Spyware in the Enterprise, White Paper, Tipping Point. p. 6 

10 Klein, Tony and CastleCops (2007), Master BHO and Toolbar list  

11 Chien, Eric (2005, Techniques of Adware and Spyware, Symantec Corporation. p. 8-25. 
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Social engineering banner ads are also used to entice users into running the junkware. Some 
banner ads utilize an image that mimics a Windows message box with an urgent message tricking 
computer users into clicking on the image. Once they click on the fake message box they are 
redirected to other sites that may initiate the installation of adware 
or spyware or further mislead the user.  Drive by downloads is the 
action of prompting a user to install a program as they browse the 
web without the user actually requesting the installation of any 
program in the first place. It is usually invoked via automatic web 
page refresh or ActiveX control installers. Automatic page refresh 
occurs when a web page simply redirects the browser to an EXE 
(see figure) causing a dialog prompt to be displayed. This 
redirection can be achieved in a variety of ways including using simple HTML or Javascript. To 
avoid this install prompt, many adware and spyware vendors have moved to using ActiveX control 
installers instead. The ActiveX delivery method is often more effective than the automatic refresh 
method because the vendor can control the text in the install prompt. Unfortunately, declining an 
installation prompt isn’t enough to prevent all adware and spyware programs from being installed on 
the system. Some vendors employ continual prompting, redisplaying the install prompt until the 
user gives up and consents to the installation. Bundled and chain installs is another common 
delivery vector, for example, when installing Kazaa, programs from Cydoor, GAIN Network, 
InstaFinder, and Rx Toolbar are also installed, all of which facilitate the delivery of advertising or 
gather marketing data. Once these programs are installed they often download additional programs, 
known as chain installs, or display advertisements that are misleading and entice users to download 
additional security risks. A relatively new delivery vector being used is seeding adware and spyware 
programs on peer to peer [P2P] networks. These files are usually labeled with enticing filenames or 
are even bundled with pirated media such as television shows or movies. Other junkwares allow 
malicious content to be automatically downloaded and executed by exploiting vulnerabilities in 
Internet Explorer.  

In the same manner as malwares’ defense mechanism, junkwares also have its own method of 
Anti-Removal & Stealth Techniques. Once adware and spyware has been installed on the system 
and is able to persist across reboots via a load point, it may employ techniques to prevent its 
removal. These programs typically protect their processes and threads, registry entries, and files via 
simple obfuscation to rootkit techniques that are otherwise seen only in malicious software. Simple 
obfuscation is through the use of random filenames and registry keys to avoid being noticed. 
Others are even more devious and use filenames and registry names that are similar to legitimate 
processes, such as the svchost.exe, to further confuse a user. Watchdog techniques monitor the 
system and allow a program to reinstall itself if it is removed. Common techniques include simply 
keeping a copy of the file within themselves or keeping a copy of the file in another location. If the 
file is deleted, the program just copies the file back. Registry entries can likewise be polled and re-
added upon removal. Rootkit techniques hook the junkware to the system Application Program 
Interfaces (APIs) and modifying the data returned by those APIs, such as user mode rootkit—a DLL 
patching technique where key functions are patched in memory when the DLL is loaded or through 
the kernel mode rootkit—simply hook the service descriptor table, a function pointer table in the kernel 
that contains all the relevant system APIs, then by changing the values in the function pointer table, 
the program can redirect code execution to itself rather than the intended API. In the case of 
rootkits, the only practical remedy is to reinstall the operating system. 

The next list of non-malwares is applications and methods which consume network bandwidth 
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and user’s time. Jokes, Hoaxes, and Spams are prevalent on GSPI’s Lotus Notes! 

Joke applications are designed to produce a smile or, at worst, a waste of someone’s time. 
There are numerous examples of joke applications, producing everything from interesting screen 
effects to amusing animations or games. 

Hoaxes use social engineering to trick computer users into performing some act. However, 
there is no code to execute; the hoaxer is usually simply trying to trick the victim. Hoaxes have taken 
many forms over the years. However, a particularly common example is an email message that 
claims a new virus type has been discovered and to warn your friends by forwarding the message. 
These hoaxes waste peoples time, take up e-mail server resources, and consume network bandwidth. 

The Internet, Web sites, and e-mail are no exception to scams. An e-mail that attempts to trick 
the recipient into revealing personal information that can be used for unlawful purposes (such as 
bank account information) is a common example. Phishing, also referred to as brand spoofing or 
carding, is a one type of scam in which senders mimic well-known companies such as eBay to try 
and gain access to user account information. Phishing scams often use a Web site that copies the 
look of a company’s official Web site. E-mail is used to redirect the user to the fake site and trick 
them into entering their user account information, which is saved and used for unlawful purposes.  

Spam is unsolicited e-mail generated to advertise some service or product. This phenomenon is 
generally considered a nuisance, and became a problem for the Internet infrastructure resulting in 
lost productivity for employees who are forced to wade through and delete such messages every day. 
Malware has often been used by spammers to install a small SMTP e-mail server service on a host 
computer, which is then used to forward spam messages to other e-mail recipients. Users are 
directed to view the spam archive upon receipt of unsolicited e-mail. Spam12 creates several 
problems for email and network administrators: the need for additional storage space to store spam; 
the threat of malware or phishing scams being carried by spam; taxed bandwidth; or lost time and 
productivity cleaning up spam. 

Internet Cookies are text files that are placed on a user’s computer by Web sites that the user 
visits. Session Cookies are legitimate tools that many Web sites use to track visitor information, 
such as items placed on online shopping cart. Unfortunately, some Web site developers abuse the 
purpose of cookies by gathering more user information, track Web surfing habits across many 
different Web sites, invade one’s privacy in the form or targeted advertising, i.e., customizing the 
advertisements the user sees on a Web site using user information from the saved cookies. These 
types of cookies are called ad serving cookies, or spyware cookies. 13 Companies such as 
DoubleClick, LinkShare, and Commission Junction collect information using ad-serving cookies, 
including IP address, browser type, operating system being used, domain name, service provider, 
and local time zone. Using sophisticated data mining and web analysis tools, spyware companies 
utilize the information for future marketing programs. 

                                                 
12 Sullivan, Dan (2006), The Definitive Guide to Controlling Malware, Spyware, Phishing, and Spam. Realtime Publishers. p. 19 

13 Sequeira, Dinesh (2005), Understanding and Preventing Spyware in the Enterprise, White Paper, Tipping Point. p. 6 
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FREEWARE FOR SECURED NETWORK 

There are freeware that are available to secure a corporate network, the following are 
recommended: 

CLAMWIN 

ClamWin, issued under a GNU General Public License, is a graphical 
front-end to the ClamAV anti-virus software that runs on Microsoft 
Windows. Features include: Scheduler - set up scans to run at a defined 
time. Automatic virus database updates via the Internet, Automatic 
notifications of new ClamWin releases, Standalone virus scanner, Scanning 
of programs that are loaded in memory, Context menu integration to 
Microsoft Windows Explorer - right click on a file to scan it, Microsoft 
Outlook add-in to scan incoming and outgoing e-mails.  ClamWin 

Antivirus does not include an on-access real-time scanner, that is, it is necessary to manually scan 
files in order to detect a virus. The Microsoft Outlook add-in, however, will delete a virus-infected 
attachment automatically, without any intervention from the user.14 Without the on-access real-time 
scanner, it gives a user option to deploy one other proprietary [commercial] antivirus software: 
McAfee, Grisoft AVG, Norton, Symantec, etc. The newest release is ClamWin 0.91.2, a 6.32MB 
installer without the 10.5MB main and daily virus databases protecting against 287,326 viruses. 

SPYBOT- SEARCH & DESTROY 

Spybot - Search & Destroy15 by Safer 
Networking Ltd. detects and removes spyware of 
different kinds from your computer. If there are new toolbars in the user’s Internet browser that one 
did not intentionally install, if the browser crashes, or the browser start page has changed without 
one’s knowledge, it most probably hosts some spyware. Spybot – S&D comes under the Dedication 
Public License, and runs on Microsoft Windows 95, 98, ME, NT, 2000 or XP (32 and 64 bit), 2003, 
Vista. Spybot-S&D can also clean usage tracks. Spybot – S&D offers multiple tools for computer 
system monitoring, such as Resident Tea Timer, which perpetually monitors the processes 
called/initiated and immediately detects known malicious processes wanting to start and terminates 
them; tools to list installed ActiveX, BHOs, Browser Pages, Hosts file, current running processes, 
programs at Windows startup, registered uninstallers, and network drivers (Winsock LSP). It allows 
fixing some registry inconsistencies through a bundled system internals tool which searches missing 
help files and shared DLLs; non-existent application paths; wrong uninstall information and broken 
desktop links. The current version 15.1.15, a 7.12MB installer plus a 1.83MB included files, offers 
protection against 70,036 malware from Trojans to PUPs. The freeware SpyBot – S&D tackles what 
other stand-alone proprietary registry checkers, such as CCleaner, RegMechanic, PC Tools, etc. 
cannot do. 

                                                 
14 Phillips, Russel, (2007), Clamwin Manual & Help © 2004 – 2007. 

15 Safer Networking Ltd. (2007), Spybot – Search & Destroy Help file. 
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SPYWAREBLASTER 

SpywareBlaster16, published by Javacool Software 
in 2002, pioneered the effective use of prevention techniques to reduce or greatly eliminate spyware-
related problems, as well as problems related to other potentially unwanted software such as dialers, 
browser hijackers, and adware. The current release of SpywareBlaster, version 3.5.1.0 is a 2.44MB 
installer, which also provides unique utilities like the exclusive "System Snapshot", and various useful 
tools such as Restricted Sites Protection, Internet Explorer and Mozilla/Firefox Protection. Current 
SpywareBlaster offer protection against 8543 installed ActiveX dialers, cookies, adbots, hijackers, 
and potential unwanted sites, e.g., CoolWebSearch or XXXToolBar.  

AD-AWARE  

Ad-Aware, issued by Lavasoft AB and designed for 
Windows 98, 98SE, Win ME, Win NT 4, Win 2000, and Win XP Home/Professional running at 
least P166hz, can comprehensively scan memory, registry, hard, removable and optical drives for 
known data-mining, aggressive advertising, parasites, scumware, selected keyloggers, selected 
traditional Trojans, dialers, malware, browser hijackers, and tracking components. The SE v. 1.06r1 
installer is a 6.41MB file plus the current 1.58MB definitions files, detecting 153,120 signatures.  

HIJACKTHIS 

HijackThis, issued by Soeperman Enterprises Ltd., now presently bundled as TrendMicro’s beta 
version 2.0.0.0, a 1.24MB utility, is the first general browser hijacker detector and remover. It scans 
the PC and generates a log file of the registry and file settings commonly manipulated by malware 
and legitimate software.  

- o - - o - - o - 

ClamWin is recommended to become the default anti-virus suite for GSPI. It is free, and 
definition database updates are issued daily as most commercial antivirus applications. There is no 
perceived conflict with the latter as ClamWin has no real-time scanner, thus a user can still use his 
choice commercial antivirus suite. 

Spybot – Search & Destroy and SpywareBlaster complement each other, while both deals with 
spyware, a relatively new kind of threat that common anti-virus applications do not cover yet, the 
difference is that Spybot immunizes the computer from installation of malwares while monitoring 
the security of other legitimate applications; the SpywareBlaster acts as a guard against these malware 
(prevents installation of ActiveX-based threats and problematic cookies) while browsing the net, 
especially if Microsoft Internet Explorer or Mozilla Firefox is the default browser.   

HijackThis is useful whenever a malware or computer threat disables both the Registry Edit and 
the Task Manager options of a Windows-based computer. 

                                                 
16 Javacool Software LLC (2005), SpywareBlaster Help file. 
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PROPOSED ACTION PLANS  

RECOMMENDED BEST PRACTICES 

Microsoft recommends the following steps17 to protect against malware:  

Step 1: Reduce the Attack Surface. All unnecessary applications or services should be 
removed or disabled on the computer to minimize the number of ways an attacker could exploit the 
system. Once the attack surface has been minimized without affecting the required functionality of 
the system, the primary defense to use at this layer is an antivirus scanner.  

Step 2: Apply Security Updates. The sheer number and variety of client machines connected 
to an organization’s networks can make it difficult to provision a fast and reliable security update 
management service. Microsoft has four avenues: Windows Update service provides both a manual 
and an automatic process to detect and download the latest security and feature modifications for 
the Windows platform. Software Update Service was designed to provide a security update solution 
for Windows clients in the enterprise. Windows Update Services are designed to replace the 
Software Update Service to provide a higher level of functionality across a wider range of Microsoft 
software. Windows Update Services reduces the cost and risk associated with update management 
while providing the flexibility to address a broad range of update management scenarios. Microsoft 
Systems Management Server 2003 is a complete enterprise management solution that is capable of 
providing comprehensive security update services and much more.  

Step 3: Enable a Host-based Firewall, especially on laptops that users may take outside the 
organization’s usual physical and network defenses. These firewalls filter all data that is attempting to 
enter or leave a particular host computer. Windows XP includes a simple personal firewall called the 
Internet Connection Firewall (ICF), once enabled; it monitors all communication aspects that pass 
through it and also inspects the source and destination address of each data packet it handles to 
ensure that each communication is allowed. Windows XP Service Pack 2 enables the personal 
firewall by default and introduces a number of significant enhancements to that firewall as well as 
other security-oriented improvements. A service pack is a tested, cumulative set of all hotfixes, 
security updates, critical updates, and updates created for defects found internally since the release of 
a product. Service packs may also contain a limited number of customer-requested design changes 
or features. Versions of Windows before Windows XP did not come with a built-in firewall but 
third-party host-based firewall solutions are available.  

Step 4: Install Antivirus Software to protect the host computer with minimal inconvenience to 
and interaction with end users. They all require frequent updates or signature files to keep up with 
new malware. A signature file contains information that antivirus programs use to detect malware 
during a scan. Signature files are designed to be regularly updated by the antivirus application 
vendors and downloaded to the client computer. Note: Such updates present their own security risk, 
because signature files are sent from the antivirus application’s support site to the host application 
(usually via the Internet). For example, if the transfer mechanism uses File Transfer Protocol (FTP) 
to obtain the file, the organization’s perimeter firewalls must allow this type of access to the required 
FTP server on the Internet.  
                                                 
17 Harrison, Richard (2004), The Antivirus: Defense-in-Depth Guide, Microsoft Corporation, pp. 33-50. 
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It should be noted that running antivirus applications from a number of different 
application vendors on the same computer may cause problems due to interoperability issues 
between the antivirus applications. System issues that can result from running more than one 
antivirus application in a host environment at the same time include: 

● Memory overhead. Many antivirus applications use active agents that stay resident in 
memory, reducing the amount of available system memory. 

● System crashes or stop errors. Such crashes and errors can be caused by antivirus 
applications attempting to simultaneously scan the same file. 

● Performance loss. Scans are repeatedly performed when multiple applications are 
used, which may lower your system performance to an unacceptable level. 

● Loss of system access. Antivirus applications attempting to run concurrently may 
cause the system to halt during startup. This problem is more common in older versions of 
Windows, such as Microsoft Windows® NT and Windows 9x. 

For these reasons, the use of multiple antivirus applications on the same computer is not 
a recommended approach and should be avoided if possible. An alternative approach to 
consider is to use antivirus software from different vendors for the client, server, and 
network defenses in the organization. This approach provides consistent scanning of these 
different areas of the infrastructure with different scanning engines, which should help 
reduce the risk to the overall antivirus defenses if a single vendor’s product fails to detect an 
attack. 

Step 5: Test with Vulnerability Scanners periodically to ensure that no security weaknesses 
have been left in place. The Microsoft Baseline Security Analyzer (MBSA) is an example of a 
vulnerability scanner that is capable of checking for common security configuration issues. The 
scanner also checks to ensure that a host is configured with the latest security updates. 

 Step 6: Use Least Privileges Policies to help minimize the impact of malware that relies on 
exploiting user privileges when it executes. Consider removing such privileges for daily operations, 
and instead use the RunAs command to launch the required administration tools when necessary.  

Step 7: Restrict Unauthorized Applications or consider producing a list of authorized 
applications using a Windows Group Policy to restrict users’ ability to run unauthorized software. 
Attempts to install an unauthorized application on any of the client computers could expose all to a 
greater risk of malware attacks.  

These steps were summarized from Microsoft’s The Antivirus: Defense-in-Depth Guide, 
although an abbreviated version is presented above, they were tested by Infosys Technologies Ltd 
and peer-reviewed by Microsoft Security Content Review Board.  
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RECOMMENDATIONS FOR GSPI’S LOCAL AREA NETWORK 

Install Clamwin, Spybot - Search & Destroy, SpywareBlaster and HijackThis on all 
GSPI’s PCs, and then designate a network-shared folder for the updates of these four applications. 
The Information Security Officer should identify, download, test, and update signature files for the 
first three freeware as soon as possible. 

Instead of the default folder icon , assign respective icons to 
all legitimate programs’ folder installed in the Program Files, an 
example is shown in the figure. This should include all proprietary 
applications deployed by ISSD, such as the Oracle-base Purchasing 
Module. Any folder created by a malware, if they are installed in the 
C:\Program Files directory will be shown with the default folder 
icon  and should be suspected as malware’s folder. 

Patch all Windows XP, raw and Service Pack 1, to Service Pack 2, 
and then make sure that the default Windows Firewall is properly 
configured to enable the unit to connect to all the necessary servers: 
Web, DNS, FTP, GMIC, Oracle or others. The current unfortunate 
practice of ISSD technicians disabling the default Firewall just 
because the unit can no longer connect to other computers should be discontinued. Enabling the 
Windows Firewall provides ease of use features for non-technical users, such as pop-ups indicating a 
program is trying to access the Internet. If the user is not sure whether the program should be 
accessing the Internet, for example a spam Trojan Horse, its traffic can be blocked by the firewall. 
Without this unnecessary traffic within the network, it would liberate more legitimate traffic such as 
those from a user to GMIC or Oracle server, respectively. 
 

Use the Guest account to browse the internet for Windows XP computers with internet 
access. The Guest account should be enabled for all these computers, and the Windows Firewall 
configured to connect to the Web, DNS, and Firewall servers. Using the Guest Account reduces the 
attack surface to the bare minimum, and thus protecting the unit’s system resources from malware. 

Similarly, issue a policy on authorized software applications for ALL GSPI computers, 
then remove all unnecessary applications which does not contribute to the overall mission of GSPI 
such as Chikka, Yahoo, AOL, or Microsoft Messenger. Doing so would free unnecessary server 
connections and the server bandwidth for internet access. Install Lotus Notes to applicable 
computers, and then uninstall Outlook Express after customizing the Set Program Access and 
Defaults for set Lotus Notes as default mailer. If users do prefer Outlook Express, at least ISSD 
should do a research to connect Outlook Express to Lotus Notes server. 

Aside from the default System Administrator for each Windows XP-based computer, designate 
at MOST two other Administrators. The two candidate Administrators should have the working 
knowledge of computer resource management, and not just installation of software application, but 
rather act as overseer of the security aspect of computing, such as deploying security updates or 
initial troubleshooting during a malware attack. Enable the Guest User instead of allocating other 
users with respective accounts on multiple-shared computer. Limiting a shared PC to five or less 
users [the System plus two Administrators, and Guest User] would free hard disk space. Remember 
that each user account in a shared computer uses at least 7MB for its initial profile settings. 
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Institute an Attack Detection Process. If a suspected malware attack is detected, GSPI’s 
ISSD should have a set of clearly defined and documented steps to follow to ensure the attack is 
confirmed, controlled, and cleaned with minimum disruption to end users. The key word is 
minimum disruption, not a worst-case procedure of transferring all the computer files to another 
unit, reformatting that, reinstallation of software applications then recopying the same old files from 
backup, which does not guarantee that the malware has been purged or cleaned! 

Institute a Visitor Network Access Policy. A set of minimum requirements should be 
established and met by visitors before they are allowed to connect to GSPI’s network. These 
requirements should apply to both wireless and wired connectivity, including non-GSPI laptops or 
portable computers, as well as removable media such as USB or MP3 players, as well as the 
traditional types: floppy, CD-ROM or DVD-ROM.  

Designate an Anti-Malware Day for GSPI. When all the above requirements are met, refer to 
Appendix A: Proposed Implementation Scheme, assigned a pre-determined time and day to scan all 
GSPI’s Windows XP computers simultaneously after ensuring that all shared folders are unshared, 
hidden and private folders are accessible, and network drives are disconnected. Virus scan, following 
the recommended best practice for most anti-virus application, should be done on SAFE MODE 
and the Automatic Restore function DISABLED. Most GSPI computer users habitually run 
antivirus scanners while logged on as either an Administrator or User account, forgetting that the 
Automatic Restore function is enabled by default on Windows XP. Performing a virus scan on a 
logged User account, even if the latter is an Administrator, limits the effectiveness of the action 
because Windows XP inherently protects the virtual partition for other users with read-only 
attributes when a single user is logged on. Moreover, Administrator privileges can also be limited to 
read-only or view the directory structure, but cannot make changes to another Administrator 
account, thus virtually and inadvertently protecting the malware from detection as well. With an 
enabled Automatic Restore, virus scanning is often useless because once the PC is turned on again, 
most malware and particular spywares are also restored to roam the virtual environment. 
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APPENDIX A. PROPOSED IMPLEMENTATION SCHEME  
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